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India’s information policy has its roots into aftermath of the two early wars
India fought after gaining independence from the British rule in 1947; one
with Pakistan immediately after independence and the other one with
China in 1962. Today we see massive efforts on laying telecommunications
networks, back-end computerisation, converging technologies, developing
sound monitoring systems and heavy emphasis on e-governance. Figure 1
depicts very succinctly the decade-wise evolution of e-governance systems
in India.

It describes the Indian experience of technology in the government in two
phases. In the first phase (late 1960s to 1980’s), IT was used for in-house government
applications with principal focus on Central Government requirements in defence,
research, economic and monetary planning and certain data intensive functions
related to elections, census and tax administration. This phase (‘Pre-Internet era’)
saw only computerisation of basic processes for government offices, without
connectivity provided for integration. The second phase (the ‘Post Internet era’)
started off with major efforts in e-governance. The National Informatics Center (NIC)
set up in the early seventies played a crucial role in deployment of e-governance
applications. In 1998, Prime Minister Vajpayee set up a high powered National IT
task force that made 108 recommendations. This resulted into some major policy
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initiatives such as creation of a separate Ministry of Information Technology in
the year 1999, approval of IT Act 2000 by the Parliament and a policy of allocating
2 to 3% of the budget for IT in each government ministry. Further, in the ‘Tenth
Five Year Plan’ (2002-2007) the Government of India allocated $3.2 billion towards
e-government applications in the country. There has also been an increasing
involvement of international donor agencies such as DFID, G-8, UNDP and World
Bank under the framework of e-governance for development. All these culminated
into the announcement of a National-level E-Governance Plan (NEGP) by the IT
Minister on 16 May 2006 with an outlay of 33000 crore Indian rupees with an aim to
create the right governance and institutional mechanisms, set up core infrastructure
and policies and implement a number of Mission Mode Projects at the Centre,
State and integrated service levels to create a citizen-centric and business-centric
environment for governance. Apart from Mission Mode projects, other three major
components of NEGP include creation of State Wide Area Network; State Data Centre
(SDC) and 100,000 Community Service Centers (CSC) to serve among a cluster of
6 villages in the country and provide a range of services (more than eighty). Now
every state of India has an IT Policy in place and is involved in the development and
implementation of new projects across the various departments of the government
viz. land records, agriculture, finance, insurance, banking, education etc. There are
more than 7000 government websites to offer a variety of services to users.

Figure 1: Transition of Indian e- governance systems over the decades (Source: Gupta, 2010)
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The enactment of IT Act 2000 by the Indian
Parliament was the most significant step that
allowed electronic records, digital signatures
and a notification in electronic gazette to be
legally recognised. Further, to give effect to these
provisions appropriate amendments have been
made in the Indian Penal Code-1860, the Indian
Evidence Act-1872, the Bankers’ Books Evidence
Act-1891 and the Reserve Bank of India Act-1934.
These amendments have made these statutes
compatible with the “e-justice system”. Despite an

recognised. IT Act in place, the recent few years have seen rise
in hacking, website defacement, breach of privacy
and data theft. The BPO industry was much affected. In view of this, the IT Act
2000 has been substantially amended to deal with new forms of Cyber Crimes
like publicising sexually explicit material in electronic form, video terrorism,
and breach of confidentiality and leakage of data by intermediary and
e-commerce frauds through the IT Amendment Act 2008 which was passed

by the two houses of the Indian Parliament on December 23, and 24, 2008.

Industry Response

After liberalisation of the Indian economy, the large size of the Indian market
attracted Foreign Direct Investment (FDI) to provide both telecommunication
and IT services. According to the Department of Industrial Policy and Promotion
(DIPP)}, the telecommunications sector which includes radio paging, mobile
services and basic telephone services attracted FDI worth US$ 1.33 billion during
April-January 2010-11. The cumulative flow of FDI in the sector during April 2000
and January 2011 is US$ 10.26 billion.

Poised to become a US$ 225 billion industry by 2020, the Indian IT industry
has played a key role in putting India on the global map. The export revenues are
estimated to have aggregated to US$ 59 billion in FY2011 and contributed 26 per
cent as its share in total Indian exports.?

The roll out of 3G services followed by Next Generation Networks (NGN) is on
the horizon. These services are fast becoming a vehicle for Value Added Services
(VAS) that is certain to drive the e-commerce and e-governance applications.
However, the initiatives to secure these services are not moving at the same pace.
The reason is not far to seek. Unless strict regulatory and legal frameworks force
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the adoption of best practices for cyber security the organisations both in private
and government sector tend to dither.

Indian IT and ITeS/BPO (Information Technology enabled Services /
Business Process Outsourcing), which started with the advantage of low-
cost human resources, have now moved on to add quality and diversity as its
differentiators. They will now need to tackle the problem of offering consistent
data security to the customers at an affordable cost. IT (Amendment) Act, 2008
has certain provisions to deal with this. The security landscape, however, is
constantly evolving, as the threats, consumer perceptions and legislative and
regulatory strategies keep changing. These are the challenges that will need to
be met with effective responses. Different countries have enacted laws to deal
with Data Protection and Data Privacy. In view of the multiplicity of privacy
legislations worldwide, the service providers in India are faced with a major
challenge of demonstrating compliance with laws of countries where the data
originates.

In a response to this, National Association of Software and Services
Companies (NASSCOM) established Data Security Council of India (DSCI) as a
self - regulatory organisation (SRO) in August 2008. DSCI, through a number of
security awareness seminars and workshops, has brought out several manuals
on best practices and standards for enhancing trust.

CERT-In (Computer Emergency and Response Team- India) under the
Department of Information Technology (DIT)? was set up in January 2004 to
provide both reactive and proactive services and also create awareness on
various aspects of cyber security. In 2008, its role was partially improved and
incorporated under the amendments to the IT Act 2000 (IT Act 2008). CERT-
In functioning under DIT is India’s response to cyber threats with mandate to
become the nation’s most trusted referral agency of the Indian community for
responding to computer security incidents as and when they occur.

Figure 2 illustrates the growing number of Indian incidents reported by the
CERT-In from 2004 to 2010. Figure 3 describes the categories of the incidents
reported in 2010 in India. As can be seen, attacks on the websites account for
maximum share of the recorded incidents in the year 2010 (61%). In a digital
economy a website is the most essential component of e-governance and
e-commerce initiatives. The threat vector is targeted at the root of the online
systems and therefore, needs urgent attention.
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Figure 2: Incidents Reported by CERT-In 2004-2010 (Source: CERT-In, 2012)
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Figure 3: Categories of the 2010 incidents in India (Source: CERT-In, 2012)
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Evolution of Next Generation Networks

The growth of IT sector in India has been fuelled by equally impressive growth
in telecommunication infrastructure. The world is moving towards converged
networks being referred as ‘Next Generation Networks (NGN)'.In the coming
decade the NGN is likely to replace the legacy networks. This upcoming national
information infrastructure would be marriage of IT and telecommunication

infrastructure with various regulatory and security challenges that need careful
scrutiny.

114 SPRING 2013 SCHOLAR WARRIOR



SCHOLAR WARRIOR

Figure 4: Regulatory issues on NGN (Source: MIT, 2008)
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Regulatory issues on deployment of NGN

The deployment of NGN throws up many regulatory challenges as highlighted
in Figure 4 . License conditions and regulations need to be revisited with a
light touch regulatory approach with participation of all stakeholders to ensure
smooth transition.

In case of legacy networks the business model, network and competition were
already in place before establishment of a formal regulatory framework. NGN
permits us awindow of opportunity to review regulatory framework by a proactive
consultation process and spirit of accommodation amongst all stakeholders.
Regulators in many developing countries including India (MIT, 2008) have begun
the process of firming up broad principles for NGN deployment ahead of actual
transition. The telecom sector in India is on a growth profile, and time is ripe
to examine regulatory and licensing approaches for NGN deployment. New
competitive networks are just being established and the consumer’s take-up of

IP services and Broadband is at a nascent stage.
Table 1: Security aspects of NGN (Source: MIT, 2008)

Security Aspects of NGN

National Security and Infrastruc- | ¢ Network attack mitigation

ture Protection * Public safety emergency and law enforcement/national
security assistance

* Priority access during or after disaster

* Priority service provisioning and restoration

 Analysis and reporting of network metrics and outages

Legal System Requirements » Cyber crime mitigation

* Digital rights management
 Fraud detection and management
* Judicial evidentiary and forensics
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Security aspects of NGN

Some of the regulatory requirements pertaining to security aspects of NGN
are highlighted in Table 1. As can be seen Cyber Crime mitigation is one of the
dimensions of security aspects. Actually the NGN which is an IP protocol based
network is expected to inherit many of the known vulnerabilities of current
generation Internet infrastructure. Therefore, all policy initiatives to counter
cyber threats are equally applicable to the evolving NGN. As highlighted by the
Table 1 the security issues connected with NGN have additional dimensions
besides Cyber Crime mitigation. National security is likely to be impacted by a
changeover to NGN as a replacement to the comparatively secure traditional
PSTN network.

The transition to NGN from legacy networks in India and rest of the world is
essentially driven by technology but fuelled by innate needs of individuals and
society to acquire functionalities that provide ubiquitous connectivity. It changes
the way society and individuals within society function. The convergence of
voice, video and data services provides an opportunity for telecom service
providers to minimize the operational costs while offering niche applications to
ever increasing users. ITU’s Telecommunication Standardization Sector ITU-T
report “Trends in Telecommunication Reform: the Road to NGN” published in
September 2007, predicts that full implementation of NGN in fixed line networks
in developed countries will be deployed by 2012 and in mobile networks by
2020 (Next-Generation Networks and Energy Efficiency, 2008). According to
another report by the Telecommunication Development Bureau of International
Telecommunication Union (Developments of Next Generation Networks (NGN):
Country Case Studies, 2009) a number of market players around the world are
already operating NGN core networks, increasing numbers of market players are
deploying NGN access, and others have made significant commitments to roll
out fiber access networks or have migration plans for moving to all-IP networks.
It is therefore safe to predict that the transition to NGN is certain to take place.

Like any major transition the existing framework of regulation needs to
be revisited to ensure a smooth change over. Choice is not about whether to
transit but when to transit. Vacillation to finalise rules of the game can harm our
national interest as we should be in step with the rest of the world that stands
on the cusp of future opportunities. In a globalised world we cannot insulate
our ICT infrastructure from rest of the world. International effort coordinated
by ITU on this subject is moving ahead in a focused manner. The Department
of Telecommunication and Telecom Regulatory Authority of India have taken
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proactive measures to generate a consensus amongst all stakeholders as we
move in unchartered waters.

The security challenges, as described earlier, are more daunting with
NGN as compared with its traditional predecessor PSTN telecommunication
network. The national initiatives for combating Cyber Security threats need to be
augmented for safe migration to NGN from earlier safer, though technologically
outdated and operationally uneconomical, PSTN based telecommunication
infrastructure.

Threat Scenario at National level

Figure 5 attempts to describe through an illustrative causal loop diagram
the threat to national security from diverse dimensions. The challenge to a
nation state is to initiate comprehensive steps to mitigate the ill effects of the
causes of the threat. For example in Figure 5; trusted information sharing in
legitimate forums, government funding for legitimate vulnerability discovery
and international cooperation to counter cyber threats are three illustrative
steps attempting to counter the threat chain and are having a negative (-) sign
on the arrows emanating from them. We need to identify a comprehensive and
parsimonious set of steps that can be initiated at the national level to address the
emerging threats.

Figure 5: Illustrative Causal Loop Diagram for Cyber Threats to National Security
Inlemaucnai Cooperation ._

_—" locounter Cyber Ihreals e
- T~
P 1Y
- .
P L
. Vi Asymeinc Nature —  ———a \,
Sau funding for rd ~—+ of Cyber Teror Cyber Terronsm. \\
Legitimate 7 s t \
Vulnerability / 7 N \ + \
Discovery ™, /  EasyAvailabilityof —— A*"&entgfx.giure " —\
e / C)’cer Mal:-\ ar\e Tool kits ! Cober Wa rfare ~ Hational Security
Trusted Information N £ _/ [N “4+_ Cyber Threats
sharing in legitimate —__ \\ " i / 1 -
forums AL Desire to move 4
———* Black Market up the value chain in Cyber Espionage |

7 % forMalware Technology Innovation LA /
/ / /
Proliferation of yd __/
2%[::?#?3;;;2. ...___‘_\\: \\N\ Inteillgencligathenng ) A N impact on Digital
Vulnerabilibes 3id suppon physical warfare Ewn:uny
Lack of ICT ' Unemployed S
developmenl Supply chain computer literate youth o
Inlegnty Cyber Crime
by ~— __
% Lackof National and =
international
Regulation

SCHOLAR WARRIOR SPRING 2013 117



SCHOLAR WARRIOR

National level agencies connected with Information
Security
A draft National Cyber Security Policy put up for public consultation in March

2011(National Cyber Security Policy, 2011) describes following organisations
connected with national level cyber security issues. The brief description about
their roles provides us a peep into the dynamics of cyber security initiatives

at national level. However, in the absence of an official hierarchical structure

amongst these organisations in the draft policy, the picture seems fragmented. A

more detailed structure with a clearly defined accountability matrix is essential

for any meaningful analysis of its efficacy.

a.

National Information Board (NIB)

National Information Board is an apex agency with representatives from
relevant departments and agencies that form part of the critical minimum
information infrastructure in the country. NIB is entrusted with the
responsibility of enunciating the national policy on information security
and coordination on all aspects of information security governance in the
country. NIB is headed by the National Security Advisor.

National Crisis Management Committee (NCMC)

The National Crisis Management Committee (NCMC) is an apex body
of Government of India for dealing with major crisis incidents that have
serious or national ramifications. It will also deal with national crisis arising
out of focused cyber attacks. NCMC is headed by the Cabinet Secretary and
comprises of Secretary level officials of Govt. of India. When a situation is
being handled by the NCMC it will give directions to the Crisis Management
Group of the Central Administrative Ministry/Department as deemed
necessary.

National Security Council Secretariat (NSCS)

National Security Council Secretariat (NSCS) is the apex agency looking into
the political, economic, energy and strategic security concerns of India and
acts as the secretariat to the NIB.

Ministry of Home Affairs (MHA)

Ministry of Home Affairs issues security guidelines from time to time
to secure physical infrastructure. The respective Central Administrative
Ministries/Departments and critical sector organisations are required to
implement these guidelines for beefing up/strengthening the security
measures of their infrastructure. MHA sensitises the administrative
departments and organisations about vulnerabilities and also assists the
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Ministry of
Defence is
the nodal
agency for

respective administrative ministry/departments.
Ministry of Defence

Ministry of Defence is the nodal agency for cyber
security incident response with respect to the Defence .
sector. MoD, IDS (DIARA), formed under the aegis of cyber security
Headquarters, Integrated Defence Staff, is the nodal incident
tri-Services agency at the national level to effectively I€Sponse with
deal with all aspects of Information Assurance and respect to the
operations. It has also formed the Defence CERT Defence sector.
whose primary function is to coordinate the activities

of services/MoD CERTs. It works in close association with CERT-In to ensure
perpetual availability of Defence networks.

Department of Information Technology (DIT)

Department of Information Technology (DIT) is under the Ministry of
Communications and IT, Government of India. DIT strives to make India
a global leading player in IT and at the same time take the benefits of IT to
every walk of life for developing an empowered and inclusive society. It is
mandated with the task of dealing with all issues related to promotion and
policies in electronics and IT.

Department of Telecommunications (DoT)

Department of Telecommunications (DoT) under the Ministry of
Communications and Information Technology, Government of India, is
responsible to coordinate with all ISPs and service providers with respect to
cyber security incidents and response actions as deemed necessary by CERT-
In and other government agencies. DoT will provide guidelines regarding
roles and responsibilities of Private Service Providers and ensure that these
Service Providers are able to track the critical optical fiber networks for
uninterrupted availability and have arrangements of alternate routing in
case of physical attacks on these networks.

National Cyber Response Centre - Indian Computer Emergency Response
Team (CERT-In)

CERT-In monitors Indian cyberspace and coordinates alerts and warning
of imminent attacks and detection of malicious attacks among public and
private cyber users and organisations in the country. It maintains 24x7
operations centre and has working relations/collaborations and contacts
with CERTs all over the world and sectoral CERTs, academia, and public and
private Internet Service Providers and vendors of IT products in the country.
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It would work with Government, public and
private sectors and users in the country and
monitor cyber incidents on continuing basis
throughout the extent of the incidents to analyse
and disseminate information and guidelines as
necessary. The primary constituency of CERT-
In would be organisations under the public and
private sector domains.

National Information Infrastructure Protection
Centre (NIIPC)

NIIPC is a designated agency to protect the
in the
country. It gathers intelligence and keeps a

critical information infrastructure

NIIPCis a
designated agency
to protect the
critical information
infrastructure

in the country. It
gathers intelligence
and keeps a watch
on emerging and
imminent cyber
threats in strategic
sectors including
National Defence.

watch on emerging and imminent cyber threats

in strategic sectors including National Defence. It would prepare threat
assessment reports and facilitate sharing of such information and analysis
among members of the Intelligence, Defence and Law enforcement agencies
with a view to protecting these agencies’ ability to collect, analyse and
disseminate intelligence. NIIPC would interact with other incident response
organisations including CERT-In, enabling such organisations to leverage
the Intelligence agencies’ analytical capabilities for providing advanced
information of potential threats.

National Disaster Management of Authority (NDMA)

The National Disaster Management Authority (NDMA) is the Apex Body
for Disaster Management in India and is responsible for the creation of
an enabling environment for institutional mechanisms at the State and
District levels. NDMA envisions the development of an ethos of Prevention,
Mitigation and Preparedness and is striving to promote a national resolve
to mitigate the damage and destruction caused by natural and man-made
disasters, through sustained and collective efforts of all Government
agencies, Non-Governmental Organizations and people’s participation.
Standardization, Testing and Quality Certification (STQC) Directorate
STQC is a part of Department of Information Technology and is an
internationally recognized Assurance Service providing organization. STQC
has established nation-wide infrastructure and developed competence
to provide quality assurance and conformity assessment services in IT
Sector including Information Security and Software Testing/Certification.
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While efforts

It has also established a test/evaluation facility for

to pro.teCt.the comprehensive testing of IT security products as per
f)rgamsat.lonal ISO 15408 common criteria security testing standards.
information L Sectoral CERTs

system assets can Sectoral CERTs in various sectors such as
be initiated by Defence, Finance (IDRBT), Railways, Petroleum and

adopting any of the Natural Gas, etc, would interact and work closely
available guidelines  vjth CERT-In for mitigation of crisis affecting their

and third party constituency. Sectoral CERTs and CERT-In would
audit of the actual also exchange information on latest threats and
implementation, the measures to be taken to prevent the crisis.
challenge of cyber

threat still remains. ~ Cyber Security Advisory Group
recommended National Structure for
Cyber Security
A Cyber Security Advisory Group (CSAG), having representation from public
and private sectors, under aegis of NASSCOM and DSCI (NASSCOM-DSCI CSAG
Report, 2012) has recommended an organisation structure (Figure 6) to address
the key Cyber Security concerns at the national level. This structure would enable
effective and efficient decision making which involves consultation across
multiple stakeholders — policy makers, various ministries, state governments,
defence, intelligence, LEAs, private sector among others.

The structure attempts to capture the roles and responsibilities for every
stakeholder; establish coordination and information sharing mechanisms; focus
on building PPP models and create an environment for enhancing trust between
the industry and government. The structure may evolve with the working
experience to meet emerging challenges.

Need for a comprehensive view of national cyber security
initiatives

While efforts to protect the organisational information system assets can be
initiated by adopting any of the available guidelines and third party audit of the
actual implementation, the challenge of cyber threat still remains. The reason
for this dichotomy lies in the nature of cyber infrastructure which emphasises
interconnected information systems. Organisational boundaries merge
very quickly with national and international boundaries for any meaningful
exploitation of the IT assets. This feature of the networked information systems
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is the primary reason of the challenge where the chain is as strong as the weakest
link. Like biological viruses the malware (viruses, worms and Trojans) in cyber
systems require international agreements and regulatory framework to mitigate
their virulence.

In today’s globalised world the need for international cooperation and
regulatory framework can hardly be over emphasised. Still a nation state
continues to be the logical entity to implement the agreements reached at
international forums. How does one measure the cyber security readiness at
national level? The agreements can be on various procedural issues to deter
cyber crime or non use of offensive Information Warfare capabilities during
peace. The various aspects of the national cyber security initiative need to be
viewed through a comprehensive framework applicable at national level. The
issues or framework applicable to organisations both public and private within
a nation would of necessity have different focus and attention to details than the
national perspective.

Concluding Remarks

This position paper has attempted to describe India’s present Cyber Security
landscape. The historical perspective and compulsions of a globalised
information society seem to drive the current policy initiatives at national level.
The structure recommended by the Cyber Security Advisory Group (CSAG)
should provide a good beginning. The experience gained by the stakeholders
can inform further policy initiatives. Emphasis on international treaties, sharing
of best practices and joint research initiatives can provide the much needed
bedrock for a cyber secure nation.
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