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Informationisation

Early in the first decade of China’s new century, the
Central Military Commission (CMC) called for a detailed
study of the concept of people’s war under conditions of
informationisation. Describing the new concept, Ka Po
Ng, an associate professor at Aichi Bunkyo University,
Japan, has written:' “...what the PLA is prepared to fight
is a people’s war in the form of a ‘local war under high-
tech conditions’ with increasing attention to the
application of information technology.” Since then,
China has spent a lot of time and effort in assessing the
implications of information technology and knowledge-
based warfare on the modern battlefield and to applying
the lessons to its own war concepts. Parallel to this effort,
China is also engaged in raising a private army of hackers
who will wage cyberwar against the state’s enemies from
their laptops at home.

The People’s Liberation Army (PLA) expects to fight
the next war under conditions of what it calls “informa-
or “informationalisation”.? In the White
Paper on National Defence issued in 2004, informationi-

tionisation”

sation was explained only in general terms, but bears

repeating: “To adapt itself to the changes both in the

international strategic situation and the national security

environment and rise to the challenges presented by the

RMA worldwide, China adheres to the military strategy

of active defense and works to speed up the RMA with

Chinese characteristics:*

e “To take the road of composite and leapfrog develop-
ment. Going with the tide of the world’s military devel-
opment and moving along the direction of information-
alization in the process of modernization, the People’s
Liberation Army (PLA) shall gradually achieve the tran-
sition from mechanization and semi-mechanization to
informationalization. Based on China’s national condi-
tions and the PLA’s own conditions, the PLA persists in
taking mechanization as the foundation to promote
informationalization, and informationalization as the
driving force to bring forward mechanization. The PLA
will promote coordinated development of firepower,
mobility and information capability, enhance the devel-
opment of its operational strength with priority given to
the Navy, Air Force and Second Artillery Force, and
strengthen its comprehensive deterrence and warfight-
ing capabilities.

contd. to pg 2.
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e “To build a strong military by means of science
and technology. The PLA works to improve its
combat capabilities by taking advantage of scien-
tific and technological advances and aims at build-
ing qualitative efficiency instead of a mere quanti-
tative scale, and transforming the military from a
manpower-intensive one to a technology-intensive
one. Implementing the Strategic Project for
Talented People, the PLA focuses on training a
new type of high-caliber military personnel...

e “To deepen the reform of the armed forces. Based on
the transformation of modern warfare and the
requirements of the socialist market economy, the PLA
seeks to achieve development and breakthroughs in
the process of reform and innovation. The PLA devel-
ops its military theories in an innovative spirit, and
explores the laws of building the army and conducting
operations under the condition of informationaliza-
tion...

e “To step up preparations for military struggle. The
PLA takes as its objective to win local wars under the

conditions of informationalization and gives priority

to developing weaponry and equipment, to building

joint operational capabilities, and to making full
preparations in the battlefields...”

PLA analysts have called the ongoing revolution in
military affairs (RMA) an “informationized military
revolution.” It emerges that informationisation “clearly
relates to the PLA’s ability to adopt information
technologies to command, intelligence, training and
weapon systems. This would include broad investment in
new automatic command systems linked by fibre-optic
Internet, satellite and new high-frequency digital radio
systems... The PLA can also contest the information battle
space with its new space-based, airborne, naval and
ground-based surveillance and intelligence gathering
systems and its new anti-satellite, anti-radar, electronic
warfare and information warfare systems... there is
increasing ‘information content’ for new PLA weapons as it
moves to link new space, airborne and ELINT sensors to
missile, air, naval and ground-based ‘shooters’ to enable all
its services to better use new precision-strike weapons.”

Basic PLA Doctrine of Local Wars under Hi-tech Gonditions

Underpinning the new professionalism of the PLA is the basic doctrine of "active defence" (jiji fangyu) that seeks to con-
duct "people's war under modern conditions" (better understood as "local wars under hi-tech conditions" - (gaojishu tiao-
jian xia de jubu zhanzheng). The “active defence” doctrine calls for integrated, deep strikes — a concentration of superior
firepower that is to be utilised to destroy the opponent's retaliatory capabilities through pre-emptive strikes employing long-
range artillery, short-range ballistic missiles (SRBMs) and precision-guided munitions. The new doctrine and the strategy
and tactics associated with it have been influenced by the lessons of Gulf War I in 1991 and the Iraq War of 2003, both of
which have been extensively studied by Chinese scholars. The doctrine requires the creation of a capability to project force
across China's borders through rapid deployment, conventional SRBMs and cruise missiles, information warfare, electron-
ic warfare, precision-guided munitions, night fighting capabilities and other advanced military technologies. Beijing has
defined the following five likely limited war scenarios: military conflict with neighbouring countries in a limited region; mil-
itary conflict on territorial waters; undeclared air attack by enemy countries; territorial defence in a limited military opera-

tion; and, punitive offensive with a minor incursion into a neighbouring country.
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According to the 2004 White Paper, “In its modernization
drive, the PLA takes informationalization as its orientation
and strategic focus.” PLA has adopted what it calls a
“double historical mission” and a “leapfrog development
strategy” — accelerating military informationisation while
undergoing mechanisation.’

Information Operations: Acupuncture Warfare

The denial of information, strategic deception and the
achievement of psychological surprise have for long
been an integral part of Chinese military doctrine. The
Chinese find information warfare (IW) extremely
attractive as they view it as an asymmetric tool that will
enable them to overcome their relative backwardness in
military hardware. They are devoting considerable time
and energy to perfecting the techniques of IW to target
the rapidly modernising Western armed forces that are
becoming increasingly more dependent on the software
that and modern
communications. In Chinese thinking, IW presents a

runs computer networks
level playing field for projecting power and prevailing
upon the adversary in future wars. However, it has not
been possible to ascertain from open public sources
whether IW is fully integrated with the doctrine of
people’s war under modern conditions or if it is still
treated as a separate but complementary pattern of war

(zhanzheng xingtai). There is also some confusion

created by the use of the term informationised warfare

(xinxibua zhanzheng) instead of IW (xinxi zhanzheng).”

However, there is no ambiguity in the manner in which

the Chinese view information operations:*

e Intelligence operations, which include intelligence
reconnaissance and protection.

e Command and control (C2) operations to disrupt
enemy information flow and weaken his C2 capabili-
ty while protecting one’s own.

e Electronic warfare by seizing the electromagnetic ini-
tiative through electronic attack, electronic protection
and electronic warfare support.

e Targeting enemy computer systems and networks to

damage and destroy critical machines and networks
and the data stored on them.

e Physical destruction of enemy resources like informa-
tion infrastructure such as command, control, com-
munication computers, information, surveillance, ren-
aissance(C4ISR) through the application of firepower.
The Chinese call their pursuit of information warfare

and other hi-tech means to counter Washington’s

military
capabilities “acupuncture warfare,” a term that first
surfaced in a 1997 PLA National Defence University
publication entitled “On Commanding Warfighting
under High-Tech Conditions.” Acupuncture warfare

overwhelmingly  superior  conventional

(also called “paralysis warfare”’) was described as,
“Paralysing the enemy by attacking the weak link of his
command, control, communications and information as
if hitting his acupuncture point in kung fu combat.”
Acupuncture warfare is a form of asymmetrical warfare
dating back to the teachings of Sun Tzu, China’s
preeminent military strategist from the Sth century BC.
For quite some time now, the PLA has been simulating
computer virus attacks in its military exercises.
According to a US Congressional Research Service
report entitled “Cyberwarfare”, authored by Steve
Hildreth, China is developing a strategic information
warfare unit called “Net Force” to neutralise the military
capabilities of technologically superior adversaries." This
new information warfare unit will “wage combat
through computer networks to manipulate enemy

The Chinese find information
warfare extremely attractive as
they view it as an asymmetric
tool that will enable them to
overcome their relative back-
wardness in military hardware.
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Acupuncture warfare (also
called "paralysis warfare") was
described as "Paralysing the
enemy by attacking the weak
link of his command, control,
communications and information
as If hitting his acupuncture
point in kung fu combat."

information systems spanning spare parts deliveries to
fire control and guidance systems.” Though the PLA’s
research into the theoretical aspects of information
warfare is fairly advanced, it does not appear to have
developed a coordinated and integrated information
warfare doctrine as yet.

Chong-Pin Lee, vice chairman of Taiwan’s Mainland
Affairs Council, says Beijing is redirecting its emphasis
away from nuclear deterrence to this new asymmetrical
strategy and its “overarching purpose is to deter the
United States around China’s
peripheries and to seize Taiwan with minimum bloodshed
and destruction.”" In another five to ten years China will
develop depth and sophistication in its understanding and
and

from intervening

handling of information warfare techniques
information operations. With Indian society becoming
increasingly dependent on automated data processing
and vast computer networks, India will also become
extremely vulnerable to such information warfare
techniques. The fact that it can be practised from
virtually any place on the earth even during peace-time
makes acupuncture warfare even more diabolical. India
can ill-afford to ignore this new challenge to its security.

Defence analysts Timperlake and Triplett have written
that economic, political and social systems are essentially
unprotected against Chinese information warfare attack.
In their view, China has adopted a comprehensive
strategy to further its information warfare plans:"
Information warfare has the support of the top PLA
brass; the PLA’s best strategists and defence scientists
have had extensive open discussions about information
warfare; the PLA is conducting military exercises in
information warfare; it is expanding its already strong

signals intelligence (SIGINT) capability in Cuba; and, the
PLA is buying the
supercomputers require huge capital investments, a

hardware necessary. As
strong political and financial commitment is implied. The
Chinese are recruiting scientists and technicians and are
building related weapons such as high-powered
microwave weapons.

The PLA is acutely conscious of its continuing relative
backwardness in information technologies. To prepare
itself for a conflict with an RMA-ready opponent,
China’s military thinkers recommend that China must:"
close the information gap; network all forces; attack the
enemy’s C3I to paralyse it; use directed energy weapons
and computer viruses. Physical measures include the use
of submarine-launched munitions; anti-satellite weapons;
forces to prevent a logistics build-up; and special opera-
tions raids. Timothy Thomas, of the Foreign Military
Studies Office at Fort Leavenworth, has written about a
1999 “network battle” fought between Chinese and
American “hackers after the US bombed the Chinese
embassy in Belgrade.”"

In fact, efforts to inculcate an information technology
(IT) culture are being extended all the way down to the
troops deployed to guard to China’s borders:" “With a
vast pool of IT-trained officers in place, China’s border
vigil is turning electronic. At its long border with 14
countries, including India, the Chinese soldiers now
swipe cards and work on laptops as they monitor the
border with great efficiency with electronic sentinels
functioning 24 hours a day along the sea and land
boundaries while sentries work with IC cards and other
sophisticated equipment. The use of electronic devices
has enhanced the army’s ability to deal with emergencies

quickly and efficiently, according to sources...”

Cyberwarfare

Developing cyberwarfare capabilities is seen is presenting a
level playing field in an otherwise David versus Goliath
scenario as Chinese hardware is no match for the weapons
technology fielded today by the US and its allies. Recent
cyber attacks directed against Taiwan and the US are
indicative of the efforts to develop new techniques, viruses
and logic bombs. Information warfare will be crucial in the
opening phases of a war aimed at the reunification of
Taiwan or a border conflict with India as it will be
important to knock out the adversary’s communications
infrastructure by cyber as well as physical means. A private



5 | CLAWS ISSUE BRIEF

No. 2, 2008

army of young civilian hackers on whom the state can
bank during crises is being developed for this purpose
besides the employment of regular PLA personnel."”

Compared with China’s historically reactive stance of
luring the enemy in deep and destroying him through
strategic defence, the present doctrine is essentially
proactive and seeks to take the battle into enemy
territory. It also strives to achieve surprise in a proactive
manner that is demonstrated by new “quick-strike”
tactics. The aim is to catch the enemy unprepared in
order to inflict substantial damage on strategic targets
and disrupt logistics to gain psychological ascendancy.
While the land frontier is expected to continue to
generate some local tensions, the CMC has identified
space and the oceans as the new areas where future
conflict might take place.

The Chinese have rejected the doctrine of deterrence as,
in their view, it is associated with imperialism, amounts to
military blackmail, glorifies the use of force and would be
an empty threat if not substantiated by tangible power."
The “active defence” doctrine also calls for integrated deep
strikes — a concentration of superior firepower that is to
be utilised to destroy the opponent’s retaliatory capabilities
by employing long-range artillery, SRBMs and precision-
guided munitions. The doctrine emphasises the effective
use of advanced equipment wielded by elite units, with a
focus on joint operations. The overall aim in this “limited
war under hi-tech conditions” doctrine is to cause heavy
attrition and disrupt the enemy’s combat forces and
logistics so as to bring about a negotiated end to the
conflict or dictate terms, if possible.

The PLA's exceptional interest in information warfare
at the operational and tactical levels of war in recent
years, as also its belief in electronic warfare as the fourth
dimension of ground, naval and aerial combat is
noteworthy. Though the West has a head start in new
fields such as information warfare, it is certainly not light

India should adopt an internal-
departmental, multi-agency
approach to dealing with
emerging cyberwarfare threats
and must develop appropriate
responses.

years ahead of the competition. Also, these fields are
being increasingly dominated by software superiority
rather than a hardware edge and software excellence is
something that China can hope to attain fairly quickly
since it is not dependent so much on imports. Hence, it
can be predicted with a reasonable degree of assurance
that China will soon catch up with the West in these new
military technologies and close the overall gap. By about
2015-20, China may be expected to gain a formidable
conventional military capability that will assume even
greater significance when the nuclear warheads of the US
and Russia are reduced under START III and perhaps
other disarmament treaties to levels close to the Chinese
warheads. China's much larger conventional forces will
then give it a superpower status to rival that of the US.

India should adopt an internal-departmental, multi-
agency approach to dealing with emerging cyberwarfare
threats and must develop appropriate responses. The
strategy must be defensive to guard India’s vulnerable
assets, such as military command and control networks
and civilian infrastructure dependent on the use of cyber
space, as well as offensive to disrupt the adversary’s
C412SR. With some of the finest software brains in the
world available to India, it should not prove to be an
insurmountable challenge.
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